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The cost of Cybercrime [Cybersecurity Ventures]

If it were measured as a
country, then cybercrime —
inflicted damages totaling $8
trillion USD globally in 2023 —
would be the world’s third-
largest economy after the U.S.
and China, surpassing the
wealth of entire nations
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The cost of Cybercrime [Cybersecurity Ventures]

Global cybercrime costs expected to grow by 15 percent per year over the next five years,
reaching 510.5 trillion USD annually by 2025, up from S3 trillion USD in 2015.
Digital ad fraud is rising sharply.

Cybercrimes are vastly undercounted because they aren’t reported — due to
embarrassment, fear of reputational harm, and the notion that law enforcement can’t help
(amongst other reasons). Some estimates suggest as few as 10 percent of the total number
of cybercrimes committed each year are actually reported.

Cryptocrime, or crimes having to do with cryptocurrencies, are predicted to cost the world
S30 billion in 2025, up from an estimated $17.5 billion in 2021.

The cyberinsurance market will grow to $14.8 billion in 2025 (from approximately $8.5
billion in 2021), and exceed $34 billion by 2031, based on a compound annual growth rate
(CAGR) of 15 percent over an 11-year period (2020 to 2031) calculated.

https://cybersecurityventures.com/cybersecurity-almanac-2023/
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Annual Cost of a Data Breach Study 2023 [Ponemon]

2023 Cost of a Data Breach Study: Global Overview
Benchmark research sponsored by IBM Security Bl g
Independently conducted by Ponemon Institute LLC

The average cost of a data breach reached
an a"-time high in 2023 Of USD 4.45 Total cost of a data breach

million. This represents a 2.3% increase 5.0 .
R _ _ $4.35 :
from the 2022 cost of USD 4.35 million. N T T
$3.50 .

H N $3.00
Taking a long-term view, the average cost 250

o I 2017 2018 2019 2020 2021 2022 2023
has increased 15.3% from USD 3.86 million
|n the 2020 report. Figure 1. Measured in USD millions

Now in its 18th year, the Cost of a Data Breach Report has become one of the leading benchmark reports in the cybersecurity industry. The report offers IT, risk
management and security leaders a lens into dozens of factors that can increase or help mitigate the rising cost of data breaches.

https://www.ibm.com/security/data-breach/

ECA 2024 www.eca2024.org 6



https://www.ibm.com/security/data-breach/

Annual Cost of a Data Breach Study 2023 [Ponemon] Poneman.

The per-record cost of a data breach also
reached a new high.

In 2023, the average cost per record Per-record cost of a data breach

involved in a data breach was USD 165, a 0

small increase from the 2022 average of i i
USD 164. This matches the relatively small 3155

growth from 2021 to 2022, where the cost e

rose by just USD 3. o

In the last seven years, the largest increase o me e e
in average per-record costs was between Figure 2. Measured in USD

2020 and 2021, when the average rose

from USD 146 to USD 161 or 10.3%. This study examined breaches sized between 2,200 and

102,000 records. It’s not consistent with this research to
use the per record cost to calculate the cost of single or

https://www.ibm.com/security/data-breach/ multiple breaches above 102,000 records

ECA 2024 www.eca2024.org
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Annual Cost of a Data Breach Study 2023 [Ponemon]

Across industries, healthcare reported the highest costs
for the 13t year in a row.

Healthcare continues to experience the highest data
breach costs of all industries, increasing from USD 10.10
million in 2022 to USD 10.93 million in 2023—an increase
of 8.2%. Over the past three years, the average cost of a
data breach in healthcare has grown 53.3%, increasing
more than USD 3 million compared to the average cost of
USD 7.13 million in 2020. Healthcare faces high levels of
industry  regulation and is considered critical
infrastructure by the US government.

Since the start of the COVID-19 pandemic, the industry
has seen notably higher average data breach costs.

The top three industries by cost were unchanged in the
order of ranking from the 2021 report. Following
healthcare were the financial and pharmaceuticals
industries.

https://www.ibm.com/security/data-breach/

Punemin

Cost of a data breach by industry

Healthcare
Financial
Pharmaceuticals
Energy

Industrial
Technology
Professional services
Transportation
Communications
Consumer
Education
Research
Entertainment
Media
Hospitality

Retail

Public sector

$10.93
$10.10

I 55.90
$5.97

I .52
$5.01

I .78
$4.72

I, 5.7 3
$4.47

I $4.66
$4.97

I 54,47
$4.70

I $4.18
$3.59

I $3.90
$3.62

I ©3.80
$3.86

I $3.65
$3.86

I 5363
$3.88

I §3.62
$3.83

I 358
$3.15

I $3.36
$2.94

I 52.96
$3.28

I 5260
$2.07

$0.00 $1.00 $2.00 $3.00 $4.00 $5.00 $6.00 $7.00 $8.00 $9.00 $10.00 $11.00

W 2023 2022

Figure 4. Measured in USD millions
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Economical Impact [Allianz Risk Barometer 2023] Allianz @

The 12th Allianz Risk Barometer incorporates the views of 2,712 respondents from 1 Cyber incidents
94 countries and territories - 34%

Cyber risks, such as IT outages, ransomware attacks or data breaches, rank as the
most important risk globally (34% of responses) for the second year in succession —
the first time this has occurred.

A data breach is the exposure which concerns companies most,
given data privacy and protection is one of the key cyber risks
and related legislation has toughened globally in recent years.

B Which concern your company most over the next year?
Top four answers

“The role of insurance has always been to ensure good risk
management and loss prevention,” “Good cyber maturity and
good cyber insurance go hand-in-hand.

Demand for cyber insurance continues to grow, reflecting increased awareness of exposures associated with
digitalization and remote working.

https://www.agcs.allianz.com/news-and-insights/news/allianz-risk-barometer-2023-press.htm/|

ECA 2024 www.eca2024.org 9
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An insurance market perspective

Cyber insurance can boost society’s overall cyber resilience to help G\M
ensure that the full network benefits of digitalisation can be
realised.

The cyber insurance market remains small and nascent.
Premiums represent less than 1% of the global property and

casualty market while some reports indicate that only around a
third of small businesses purchase this kind of insurance.

Neues benken,

Cyber Risk Insurance expected to be the largest market in p/c
insurance in 2036 in the German speaking countries.

NeUes Handein

https://www.genevaassociation.org/research-topics/cyber/ransomware-report

ECA 2024 www.eca2024.org 10
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Data breaches

A data breach is an incident where information is stolen or taken from a
system without the knowledge or authorization of the system’s owner.

A small company or large organization may suffer a data breach. Stolen data
may involve sensitive, proprietary, or confidential information such as credit
card numbers, customer data, trade secrets or matters of national security.

The effects brought on by a data breach can come in the form of damage to
the target company’s reputation due to a perceived ‘betrayal of trust.
Victims and their customers may also suffer financial losses should related
records be part of the information stolen.

ECA 2024 www.eca2024.org 11
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Contribution of the research

The objective of our research is to contribute to the actuarial literature on cyber risk
assessment in order to provide possible solutions for the reduction of the gap between
supply and demand of cyber insurance.

In particular, the aim is to achieve a better understanding in quantifying, managing and
pricing cyber risk by means of:

|. adeeper awareness of cyber risks and of the economic damages they produce;

Il. the introduction and validation of new actuarial techniques to allow insurers a more
effcient management of this new class of risk;

Ill. The design of innovative insurance contracts and alternative ways of risk transfers to
reduce the costs of insurance premiums.

ECA 2024 www.eca2024.org 14



Privacy Rights Clearinghouse [www.privacyrights.org]

Records Breached: 11,575,804,706 o
from 8,804 DATA BREACHES (g )
made public since 2005
S

The first dataset we analyze was obtained from the Privacy Rights
Clearinghouse (PRC) which is one of the largest and most extensive datasets
that is also publicly available.

PRC maintains the Chronology of Data Breaches as a source of information to
assist in research involving reported data breaches from 2005 to present.

Many organizations are not aware they’ve been breached or are not required to report it based on
reporting laws. PRC’s Chronology is limited to data breaches reported in the U.S. If a data breach
affects individuals in other countries, it is included only if individuals in the U.S. are also affected.

ECA 2024 www.eca2024.org 15



Privacy Rights Clearinghouse [www.privacyrights.org]

)

I
Year| Events Records
2005 136 55,101,241 —
2006 482 68,580,749 [Types of data breach
CARD Payment Card Fraud — fraud involving debit and credit cards that is not accomplished via hacking (e.g., skimming devices at point-of-service terminals)
2007 456 149,957,92 1 DISC Unintended disclosure — sensitive information either posted publicly on a website, mishandled, or sent to the wrong party via email, fax, or mail
HACK Hacking or malware — electronic entry by an outside party, malware, and spyware
2008 355 13018961900 INSD Insider —someone with legitimate access, such as an employee or contractor, intentionally breaches information
PHYS Physical loss — lost, discarded, or stolen non-electronic records, such as paper documents
2009 270 25 1'575’814 PORT Portable device — lost, discarded, or stolen laptop, PDA, smartphone, portable memory device, CD, hard drive, data tape, etc.
2010 801 140'937’393 STAT Sta:onary devi;e — lost, discarded, or stolen stationary electronic device, such as a computer or server not designed for mobility
UNKN Unknown or other
2011 793 447,901,379 - — - —— -
ype vents b ecords b
Entity types CARD 68  0.75% 9,203,036|  0.08%
2012 886 298’766’833 BSF BSF Busi.nesses — Financial and insurance services DISC 1802 19.98‘%‘: 2,815:845:013 24.33%j
2013 890 158,789,584 E:? E:g:“?‘”esses _IStth?Ir/M - HACK 2584] 28.65%| 8,207,451,875| 70.92%
usinesses = Retatl/ivierchan INSD 608| 6.74%|  83,580,453| 0.72%
2014 369 1,313,623,927 ZZL\J/ 2'2:/ EGduca“O“a'ti“St:“tifl’: PHYS 1735| 19.24%| 40,769,571  0.35%
overnment and military PORT 1172] 13.00%| 185,650,895  1.60%
2015 547 318,837,458 MED MED Healthca.re—Me.dlczfil providers STAT 249 2.76% 16,235,932 0.14%
2016 826 4,815,012,420 NGO NGO Nonprofit organizations UNKN 800 8.87% 214,464,891 1.85%
2017 863 2'05 1’896’420 Entity Events % Records %
BSF 788 8.74% 643,820,265 5.56%
2018 828 1,371,001,705 BSO 1047] 11.61%| 8,990,170,575| 77.68%
BSR 623 6.91%| 1,383,161,417| 11.95%
2019 16 321,922 EDU 862] 9.56%| 66,376,099 0.57%
GOV 781 8.66% 227,483,420 1.97%
MED 4321 47.92% 242,968,015 2.10%
NGO 119 1.32% 8,444,531 0.07%
UNKN 477 5.29% 10,777,344 0.09%
ECA 2024 www.eca2024.org 16




Breach Level Index [breachlevelindex.com]

Data Breach Statistics
Data Records Lost or Stolen Since 2013
14,717,618,286 records

ONLY 4% of breaches were “Secure Breaches” where encryption was
used and the stolen data was rendered useless.

The second dataset we analyze was obtained from the Breach Level Index Data
Breach Database a centralized, global database of data breaches with
calculations of their severity based on multiple factors.

The Breach Level Index not only tracks publicly disclosed breaches, but also allows organizations to do their

own risk assessment based on a few simple inputs that will calculate their risk score, overall breach
severity level, and summarize actions IT can take to reduce the risk score.

Gemalto is the world leader in digital security, helping the largest and most respected brands protect their
data, identities, and intellectual property.

ECA 2024 www.eca2024.org
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Breach Level Index [breachlevelindex.com]

YEAR Events Records

2013 1217 2,107,666,417
2014 1746 2,888,466,820
2015 1887 743,462,574
2016 1993 1,388,190,640
2017 1958 2,962,190,464
2018 1505 4,876,541,349

ECA 2024 www.eca2024.org

# Source Events % Records %
1 Accidental Loss 2428 24% 4,532,637,539 30.3%
2 Hacktivist 164 2% 65,343,200 0.4%
3 Lost Device 5 0% 115,007 0.0%
4 Malicious Insider 1194 12% 306,945,069 2.1%
5 Malicious Outsider | 6298 61% 9,430,616,718 63.0%
6 Ransomware 5 0% - 0.0%
7 State Sponsored 130 1% 628,967,833 4.2%
8 Stolen Device 15 0% 59,069 0.0%
9 Unknown 67 1% 1,833,829 0.0%
# Industry Events % Records %

1 Education 879 8.5% 126,843,836 | 0.8%
2 Entertainment 104 1.0% 502,594,229 3.4%
3 Financial 1301 12.6% 552,524,623 3.7%
4 Government 1418 13.8% 1,298,531,178 8.7%
5 Healthcare 2714 26.3% 291,675,274 1.9%
6 Hospitality 106 1.0% 527,606,802 3.5%
7 Industrial 138 1.3% 21,119,009 0.1%
8 Insurance 83 0.8% 12,700,290 0.1%
9 Non-profit 74 0.7% 410,488 | 0.0%
10 Other 1324 12.8% | 3,110,303,702 | 20.8%
11 Professional Services 202 2.0% 147,140,489 1.0%
12 Retail 1131 11.0% | 1,228,013,093 8.2%
13 Social Media 34 0.3% 2,758,853,076 | 18.4%
14 Technology 798 7.7% 4,388,202,175 | 29.3%
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Framework

Count time series {Y;: t € N}. Y; models the observed breach size at time t.
: : T
Time-varying regressors X; = (Xt,b ...,Xt’r)

Conditional mean E[Y;|Fi—_1 ] = A,
where F; is the history generated by the joint process {Y;, A;, X;:t € N}

General form:

p q
log(A,) = By + Bilog(Ye_, + 1) + z 1 a; log(/lt_j) + nTX,_,
]:

k=1

Specific form with p=g=1

log(Ay) = By + Bilog(Yi—q + 1) + a;log(Ae—1) + n' X4

ECA 2024 www.eca2024.org 19



Distributions

Distributional assumption Negative Binomial

Yt|Ft—1"’ NB(At: (15)

¢ n
. Ny _ T(¢p+m) ) At B
with P(Y;|Fi_q1 = n) = pj, = it DT() (¢+7Lt) (¢+/1t) ,n=20,1,..

Distributional Assumption Poisson

Yi|F_1~ Poiss(A; )

ECA 2024 www.eca2024.org 20



Zero-Inflated INGARCH models

Distributional Assumption 0-1 Negative binomial (our own specification)
Y¢|Ft—1~ 0l — NB(A, ¢, 1)
(

& ¢
(1—r)+r(¢+/1) if n=20
t

krp,’{ if n>0

with P(Y,|F;—; = n) = pY =

Y~ NB(A¢, )

Y; observed data breaches v 7
17; occurred data breaches t tit

I. =1 data breaches detected and reported

[y~ Bern (r) {It = 0 data breaches not detected or not reported

ECA 2024 www.eca2024.org 21



In search of sustainable solutions

"..I".."-.l
Insurance typically involves a delicate balance between \ : G\Mm.
supply and demand. 1 W\

Re/insurers need to set coverage conditions and charge
sufficient premiums to cover the costs of providing risk WIAUTUNE THRNANE tr i VicR

_ _ . . _ . In search of sustainable solutions
protection, including compensating the providers of their

capital for potential unexpected losses. \1\\\\\\ |\\\‘1.11'I'|'nmm.u

At the same time, there needs to be demand for such

\u W
cover on those terms. Risks are only insurable in practice m‘f{ ﬁi_%‘
if an insurer and an insurance buyer reach an agreement \1\,}}: N -\i@#
about a specific coverage and its price, including a
\\ hlll'wl L II.LI.'

common understanding of what is insured and what is

| . | IFIRIP
not. For this reason insurance can only deal with a o m _
limited band of the full spectrum of risk. \ ‘
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Parametric Insurance

Parametric Coverage simple and flexible: if simple conditions are met [if the information
commissioner has to be notified of the data breach - the GDPR legislation requires
notification within 72 hours - that notification can be used for the assessment of the claim]

Providing immediate payout without the need to wait for loss-adjustment, designed to
eliminate coverage gaps often found in other offerings, a parametric coverage offers broad
parametric coverage with the following customer benefits: clear triggers, flexible limits, quick
payout, affordable premiums

As a first responder for small and medium size entities the cover defends against cashflow
shortages and reduced revenue immediately following a cyber event.

ECA 2024 www.eca2024.org 23



“Parametric” Insurance

A possible insurance payout could be based on a standard indemnity per lost or stolen
record, whose value decreases as the size of the number increases in order to mitigate moral
hazards

( 1 if iy <Tr
: iy—Tr | :
I =f(iylx,Tr,Ex) = x X f(x) = 4 if Tr <iy < Ex
Ex—Tr
if N indem

figure 8 Average total cost of a breach by number of records lost (minS)

< 101000 S 165.00 #records 2019 2018 2017 2016 average
10,000-25,000 S 131.47 < 10,000 2.20 2.10 1.90 2.10 2.08
10,000-25,000 3.30 3.00 2.80 3.00 3.03

25,001-50000 S 79.54 25,001-50,000 4.70 4.40 4.60 6.30 5.00
> 50,000 S 54.56 > 50,000 6.40 5.70 6.30 6.70 6.28

ECA 2024 www.eca2024.org
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“Parametric” Insurance

Case A

Case B

Case C

if N indem
< 10,000 S 165.00
10,000-25,000( S 165.00
25,001-50000 | S 165.00
> 50,000 S 165.00

if N indem
< 10,000 S 165.00
10,000-25,000( S 131.47
25,001-50000| S 79.54
>50,000 |S$ 54.56

Index per month

ECA 2024 www.eca2024.org

Mean Devst MIN MAX Var99.5% ES99.5%
€ 1,517,108 | € 383,963 | € 709,846 | € 6,681,873 | € 3,491,097 | € 4,468,927
25.31% 230% 295%
Mean Devst MIN MAX Var99.5% ES99.5%
€ 655,883 | € 130,487 | € 359,246 | € 2,342,271 | € 1,305,110 | € 1,636,666
19.89% 199% 250%
-56.77%
Mean Devst MIN MAX Var99.5% ES99.5%
€ 517,455 | € 43,299 | € 354,915 | € 665,156 | € 615,633 [ € 625,786
8.37% 119.0% 121%
-65.89%

25



PARAMETRIC_INSURANCE

								media		165		per record						rapporto 2018

																		Figure 13. Average total cost by size of the data breach												million dollars

						if		valore		valore								#records		2018		2017		2016		average

						< 10,000		$   165.00		$   54.56								< 10,000		2.1		1.9		2.1		2.0333333333

						10,000-25,000		$   165.00		$   79.54								10,000-25,000		3		2.8		3		2.9333333333

						25,001-50000		$   165.00		$   131.47								25,001-50000		4.4		4.6		6.3		5.1

						> 50,000		$   165.00		$   165.00								> 50,000		5.7		6.3		6.7		6.2333333333

																		rapporto 2019

																		figure 8 Average total cost of a breach by number of records lost (mln$)

						if		paym		increasing NO								#records		2019		2018		2017		2016		average

						< 10,000		$   54.56										< 10,000		2.20		2.10		1.90		2.10		2.08

						10,000-25,000		$   79.54										10,000-25,000		3.30		3.00		2.80		3.00		3.03

						25,001-50,000		$   131.47										25,001-50,000		4.70		4.40		4.60		6.30		5.00

						> 50,000		$   165.00										> 50,000		6.40		5.70		6.30		6.70		6.28

						if N		paym		domenico				decreasing

						< 10,000		$   165.00		***

						10,000-25,000		$   131.47		79.7%

						25,001-50,000		$   79.54		0.4820717131

						> 50,000		$   54.56		0.3306772908





OUTPUT

		Case A

				if N		indem				Mean		Devst		MIN		MAX		Var99.5%		ES99.5%				se pagassi a tutti lo stesso importo

				< 10,000		$   165.00				€    1,517,108		€    383,963		€    709,846		€    6,681,873		€    3,491,097		€    4,468,927

				10,000-25,000		$   165.00						25.31%						230%		295%

				25,001-50000		$   165.00

				> 50,000		$   165.00

		Case B

				if N		indem				Mean		Devst		MIN		MAX		Var99.5%		ES99.5%				se pagassi importo decrescente all'aumentare della numerosità evento

				< 10,000		$   165.00				€    655,883		€    130,487		€    359,246		€    2,342,271		€    1,305,110		€    1,636,666

				10,000-25,000		$   131.47						19.89%						199%		250%

				25,001-50000		$   79.54

				> 50,000		$   54.56				-56.77%

		Case C																						se pagassi un importo che diminuisce, all'aumentare della numerosità totale nel mese e all'aumentare della numerosità dell'evento

		Index per month								Mean		Devst		MIN		MAX		Var99.5%		ES99.5%

										€    517,455		€    43,299		€    354,915		€    665,156		€    615,633		€    625,786

												8.37%						119.0%		121%

										-65.89%

		se pagassi un importo che diminuisce, all'aumentare della numerosità totale nell'anno

										MEDIA		Devst		MIN		MAX		Var99,5%		ES99,5%

										€    1,395,180		€    152,350		€    709,846		€    1,517,724		€    1,517,108		€    1,517,147

												10.92%						109%		109%

		se pagassi un importo che diminuisce, all'aumentare della numerosità totale nell'anno e all'aumentare della numerosità dell'evento

										MEDIA		Devst		MIN		MAX		Var99,5%		ES99,5%

										€    606,657		€    51,721		€    359,246		€    713,356		€    691,508		€    699,563

												8.53%						113.99%		115.31%

		se pagassi un importo che diminuisce, all'aumentare della numerosità totale nel mese

										MEDIA		Devst		MIN		MAX		Var99,5%		ES99,5%

										€    1,157,063		€    119,397		€    708,375		€    1,504,279		€    1,422,143		€    1,452,167

												10.32%						122.91%		125.50%





Foglio1

				RANDOM SITUATION

						yi		pi

				Y		80		0.5

						0		0.5

				E(Y)		40

				Equivalent Premium (EP)		40

				c		4

				Pure Premium (PP)		44

				Initial wealth B		120

				RANDOM SITUATION (considering initial wealth)								DETERMINISTIC SITUATION (considering initial wealth)

						B - yi		pi (B - Y)						xi		pi (B - PP)

				B - Y		40		0.5				B - PP		76.0000		1

						120		0.5						u(xi)		pi (B - PP)

				E(B - Y)		80						U(B - PP)		8.7178		1

						u(B - yi)		pi (B - Y)

				U(B - Y)		6.3246		0.5				The insurance is CONVENIENT for the insured, given that

						10.9545		0.5				U(B - PP)		>		E(U(B - Y))

				E(U(B - Y))		8.6395						8.7178				8.6395

				U(CE) = E(U(X(B))		8.6395						B - PP		>		CE

				CE		74.6410						76.0000				74.6410

				CE = B - PPmaximum		74.6410

				PPmaximum		45.3590

				cmaximum		5.3590






Demand’s view

One approach for deriving an organization's optimal level of cybersecurity investment, which
has received a significant amount of attention in the academic and practitioner literature, is
referred to as the Gordon-Loeb Model [Gordon, 2002 the original article].

$ Cost of
Investment

From the model we can gather that P <
the amount of money a company
spends in protecting information
should, in most cases, be only a
small fraction of the predicted loss.

Expected Benefits
of Investment

v = Vulnerability/Threat

Benefits are Increasing L = Potential Loss
at a Decreasing Rate vL = Expected Loss
z = Level of Investment
100% Security is Not z* = Optimal Level of Investment
Possible
M z

Adapted from [1] (Figure 1, p. 445)
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Demand’s view

Change in maximum premium rate versus vulnerability Optimal investment, z*, versus vulnerability
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Skeoch (2022) demonstrates that the
Gordon-Loeb model for investment in
information security can be used to build
a model for cyber-insurance based on
maximizing the expected utility of an
insurance buyer.
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The model suggests that when the Gordon-Loeb recommended optimum is invested in
security measures, then utility is maximised at full coverage for reasonable insurance
premium rates subject to a cash constraint that the total spent on security measures and
insurance cannot exceed the maximum amount stipulated by the Gordon-Loeb model.
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- Thank you

Marco Pirra
marco.pirra@unical.it

Feedbacks appreciated, thank you for the attention!
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