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Content CERT-Al

A.) Johannes Kuhn - CertAl
1.) Intro: Market Development — Risk in Al
2.) Intro: Munich Re portfolio of Al risk solutions

3.) CertAl — prevention of risk through TrustworthyAl assessments and quality seals
4.) Example of CertAl assessment for Insurance use case

B.) Sarna Neeraj - Alsure

5.) Aisure — Insurance of Al performance
6.) Performance guarantees

7.) Methodology
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Phases of Al CERT-Al

---------------------

N 5 Exploration of Al use-cases and development
of solutions become a top priority on the
strategic agenda of companies

Wave I:
Al Development

Wave II:
Al Deployment
"""""""""""""""""""""""" Wave lll:

Al Risk
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A wave of developed Al solutions require to be deployed CERT-Al

---------------------

""""""""""" : Major efforts arised for companies to deploy Al
product and solutions in their supply- and value chains

Al Deployment

Al Development

Al Risk
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The future of Al resides in assessing the risks

---------------------

...2026 | | With numerous of Al solutions in the markets and

increasing regulatory bodies Al risk becomes the most
eminent future priority

Al Risk

Al Deployment

CERT-Al

Al Development

EAA e-Conference on Data Science & Data Ethics |
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EU Al Act — important regulation managing Al risk, but also CERT-Al

Introducing additional compliance risk for companies

Al Act — a Proposal 2 Years in the Making
Since the HLEG proposal, 1215 institutions and individuals have contributed, signaling the need for action.

fl oata
B coer

B Astificial intelligence

EU focus on
leading
international

regulation and
driving innovation

EC Guidelines

Ethics guidelines for
trustworthy Al

EC Paper

A European strategy
fordata

19th February 2020

AEPD Guide

GDPR Adaptation to Al
products and services

13th February 2020

EC Report

Safety and liability
implications of Artificial
Intelligence, the Internet
of Things and robotics

19th febnuary 2020

EC Paper

White paper on artificial
intelligence

19th febnuary 2020

EP Study

The impact of the
General Data
Protection Regulation
(GDPR) on artificial
intelligence

15th kiy 2020

EC Assessment List

Trustworthy Artificial
Intelligence (ALTAI) for
self-assessment

17th sy 2020

EP Study

Artificial Intelligence
and Law Enforcement

13th sy 2020

EP Study

Artificial Intelligence
and Civil Liability (Legal
Affairs)

13th iy 2020

EC Proposal paper
Data Governance Act

25th November 2020

EP Study

Civil liability regime for
artificial intelligence

= EPStudy

EU framework on

_  ethical aspects of

artificial intelligence,
robotics and related
technologies

20th September 2020

Regulation on a

European

Approach for

Artificial

Regulationona
European
Approach for
Artificial

i enters

112021

into force

2023-
2025 07
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EU Al Act and common insurance Al use cases CERT-Al

i% Examples of use cases possibly affected by the EU Al Act

. afta O | =
& ] o o
| il 5 S gl =
Product design Pricing and Sales and Customer Loss Claims
and development underwriting distribution service Prevention management

= Historical customer and
survey data analysis to
inform new products

= Predictive modelling of
disease development
patterns

= Novel products,
e.g., parametric and
usage-based insurance

Enhanced risk
assessments combining
traditional and new data
sources (including

loT data)

Price optimisation:
micro-segment/
personalised pricing based
on non-risk individual
behavioural data (e.g., to
estimate price elasticity,
lifetime value and
propensity to churn) and
market competition
analysis

Source: EIOPA Consultative Expert Group on Digital Ethics in insurance

= Digital marketing

techniques based on the
dynamic analysis of online
search behaviour

Virtual Assistant and
Chatbots that utilise
Natural Language
Processing (NLP) and
insurance ontologies to
support communication

Proactive customer
communication, nudging
and cross-selling of related
services (“next-best
action”) based on
consumer data from
Customer Relationship
Management (CRM)
systems

= Call centre sentiment

analysis route cause
analysis, dynamic scripting
and agent allocation
Customer self-service
through multiple

channels using NLP,
voice recognition,
insurance ontology maps
and chatbot

Robotic Process
Automation (RPA)
including Optical
Character Recognition
(OCR) to extract
information from
documents (e.g., FNOL,
email with questions,
complaints, etc.) and
route them to the
correct department

rovide diagnostic advice
and coaching based on Al
analytics from health and
automotive big data, e.g.,
suggest exercise and
driving behaviour changes

nhanced fraud analytics:
claims scoring, anomaly
detection, social network
analytics and behavioural
modelling

= Loss reserving use of
Al to estimate the value
losses, in particular for
high-frequency claims

= Al image recognition
to estimate repair costs
in household property
insurance, business
premises and automotive

Automated segmentation
of claims by type and
complexity and automated
invoice verification and
payment process

EAA e-Conference on Data Science & Data Ethics | 16 May 2023 | Page 8
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Munich Re and its partners offer solutions to build trust in Al Munich RE =
and ensure ethical usage, compliance and performance

Performance risk Regulatory risk (EU Al act)

|
/]\ Unacceptable risk /[\

Accredited
Insurance for CCE>R<T:3 certification for
performance {: ﬂ? High risk regulatory compliance
of Al applications aiSure
Validation via S .
= Al risk heatmap Validation via
= Quality Seals A' Low risk - rig d?r::si:
\J CERT-AI A cerra = Quality Seals
Minimal risk

For performance and regulatory risks, Munich Re has a comprehensive

solution offering for varying risk levels.




CertAl

TrustworthyAl
assessments and
guality seals
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Understanding use case specific Al risk: CERT-Al

Al quality European Al Act

Testing Optimization

[
Performance @ : MI i &2 Regulatory

Risks

Deployment & Monitoring
Ops

Risks

Data
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CertAl standard — compliance requirements combined with CERT-Al
Industry best practice as the guiding principle to reduce risk

Published works by different players

* X %
* *
SALS
* *

g K

Legislators

Finanzdienstieistungsaufsicht

O
=

Regulatory
Organizations

Interest
Groups

== Microsoft Z Fraunhofer

1AIS

G Ogl m Our Standard

Working with
legislators
o

Incorporating

standards
[ )

Implementation focused

°
Business Research Gained validation and
(Al Developers) Centers prevention
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Assessment tool: increased usability

CERT-Al

Management

Developers & Data Science
Cyber Security & Systems
Legal

Social

Compliance

Operations

CertAl Standard

N CERT-Al

Al Governance Seal EE

Ubersicht

Pre-Assessment
1von 5 Fragen beantwortet

Robustness
14 von 49 Fragen beantwortet

n & 0 6

33 %

Risk and Quality Management

5 von 44 Fragen beantwortet

Essential
2 von 48 Fragen beantwortet

Product Security
1von 1 Fragen beantwortet
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Quality seals will give trust for important stakeholders

Saves time in stakeholder management.
Boost the reputation of Al teams.

SN Validate
Quality
Procurement &
Prevent
risk
A
00@00
Rating Agencies =
C-Level
s @
9.
Investors Customers

CERT-Al

16}

Media

i e

o Governance

o2
é@b

LEEIS

Regulators
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Why two different assessments and seals? CERT-Al
Risk can come from the Al model, but also from Al governance

Data Quality

Machine
Resource Monitoring

. : Management
Configuration Data Collection Serving

Data
Verification

Infrastructure
Model Analysis Tools

Feature

, Process
Extraction

Management Tools
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CertAl Expert Seal CERT-Al

Governance + use case specific
Al models/product
< CERT:-Al
Expert

Trust Al Governance Seal Trustworthy Al Expert Seal

Duration 1 week 4 weeks
Focus End-to-end Al processes v v

Governance v v

IT infrastructure, processes and skills v v

Roles & Responsibility v v

Risk Management v

Use case specific v

Al Model Deep Dive v
Deliverables  Risk heat map v

Expert report v

Mitigation Recommendations Focused Comprehensive
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Example of CertAl
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6 dimensions of TrustworthyAl — focus is use case specific CERT-Al

o o
Fairness Security
. :...
W o
Robustness Privacy

Transparency

Autonomy
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Specific use case with large insurer CERT-Al

Claims management — Recommender System

1) Al is checking claims documents for anomalies
2) no anomaly detected => automatic payment
3) anomaly detected => routed to human

IMPORTANT: the Al does not reject claims automatically => it is routing claims

TrustworthyAl assessment: Focus Fairness dimension

EAA e-Conference on Data Science & Data Ethics | 16 May 2023 | Page 20



The Fairness dimension in detall

Many different fairness concepts available

Concepts of group fairness

Statistical/
Demographic
Parity

Predictive Rate
Parity

Equalized Odds

Equal Opportunity

Overall Accuracy
Equality

Treatment
Equality

Well-Calibration

Test-Fairness

Other concepts

Individual Fairness

Causal
Discrimination

Counterfactual
Fairness

CERT-Al

Many approaches along the lifecycle to make Al-systems fair

_ Uniform Preferential o
Massaging . . Reweighing
Sampling Sampling

Pre-
Processing

Disparate Optimized Learning Fair
Unawareness ) )
Impact Remover @ Preprocessing Representations

Classifier without o
Prejudice Remover

Adversarial Debiasing Disparate i
Regularizer

In -
Processing

Mistreatment

Equalized Odds Reject Option Calibrated Equalized
Threshold Predictor Classification Odds Postprocessing

Post-
Processing

References: For an overview of fainress metrics see e.g. Verma et al., Fairness definitions explained, FairWare '18: Proceedings of the International Workshop on Software Fairness, 2018,
https://dl.acm.org/doi/10.1145/3194770.3194776
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Specific use case with large insurer CERT-Al

= Are we only using personal data that can be justified (e.g., age for health insurance)?

= Did we check for unconscious bias that the Al might have picked up?
(e.g., correlation income - use of medical services - race)

Bias 6 6 = Are we using the latest tools to measure potential bias in our data?

. = Do we regularly check for bias due to changes in real life data?
Human e 2} = Willa human take over if the Al is not sure about a result? Do | know if Al is unsure?
In’[eraC’[ion ' = Do | communicate enough to the users that Al is being used?

= Do recommendations by Al systems influence human decisions?

= Are edge cases sufficiently send to human decision makers?
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Conclusion: Concrete steps of becoming compliant CERT-Al

O

A

Close the gap Compliance
EU Al Act
Identify risks with CertAl Review after EU Al Act is
I assessment complete

. _ Request quality proof from Identify remaiping risk delta
Examine Al risk yourA| supp”ers from Al Compllance
What is the Al risk profile? Implement Trustworthy Utilise your already
Where is Al in value chain? Governance aspects established governance and

What are our weak points? best practice frameworks

Train your teams in TAI

\ 4

2022 — Q1 2023 2023 H1 2024

EAA e-Conference on Data Science & Data Ethics | 16|May 2023 | Page 23



Get in touch CERT-Al

Johannes Kuhn

Data Scientist — CertAl / Munich Re
jkuhn@munichre.com

Katharina Meran

Chief Commercial Officer — CertAl / Munich Re

kmeran@munichre.com
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Challenge

Confidence in Al lags

Companies expe;ét :,

their industry in the ? ¢

but do not/k '.;
decisions and outg
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Solution

We shoulder the risk and help to build up trust Munich RE =

Trust

Will the technology work?

Will it perform accurately over time
even in changing environment?

Performance

Will it create consistent results for the
specific situation?

What if it does not deliver?

aiSure "
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Product
®

aiSure enables Al Providers to secure their Al solutions with ~ Munich RE =
performance guarantees

Munich Re

N J

Customers

The Al solution’s performance is guaranteed.
If it underperforms, the customer receives a payout from the Al Provider.

Munich Re reimburses the payout.
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Co-Creation

Structured process steps lead to successful partnerships Munich RE =

= N = = =
@[: \\\ @%@ \\ ﬂ g N m] L

. N Py
/ A / : 7
Concept / Tech /  Legal 2 Sales & marketing
/ 75 Vi
= Alignment of the * Evaluation of pre- = Based on the term sheet = Onboarding of the Al
guarantee and insurance delivered questions and document, the Al Provider’s customers
terms in form of a term data Provider drafts the o e It otk o o
RIS COeUma = Meeting with the Al gudiides -g marketing welcome
= Recommended early- Provider's tech team for = We draft the insurance R package
stage validation with the ~3 calls contract ®
Al Provider’s sales team
* Performance of our
or customers x
internal assessment and
risk pricing
1 month 1 month 1-2 month 1 month’
Time indications cafrespond to an approximase project period. The bmeline can be shodened 1o apprex. 3 manthe # et 1o high pronty LR &= Eonference on Data Science & Data Ethics | 16 May 2023 | Page 29
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Validation

=

Successful Partnerships Across Verticals Munich RE ;==f

~Fraugster ARELIMETRICS =pnstinct

@ kasko2go S——— ‘DYNAMIC
TWAICE ASCENT - www.munichre.com/insure-ai
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State-of-Health prediction

SOH prediction

Prediction stays in this interval

/ True SOH (Unavailable)
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Guarantee Trigger

SOH
o

Operator asks for a test

L J

time

Reqular Testing Random Testing
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il

Autonomous Maintenance of PV plants Munich RE

+ Plants located at remote locations

* Human-based based maintenance expensive

+ Collectdata from the plant

« Train a modelto identify shortfalls in energy production

» Shortfalls in energy production help in identifying defects

EAA e-Conference on Data Science & Data Ethics | 16 May 2023 | Page 33
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Coverage for Missed Detections and False Alarms Munich RE =

» Missed Detection Coverage for lost energy production

Lost Energy Production

A
( |
x » time

Fault Occurs and Missed by PM Fault Identified Manually

» False Alarm Coverage for operational expenses/business interruption
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Team

®

Enabling robust Al application to go to market faster Munich RE i—é_:

Basedin Your contacts
Palo Alto

and Munich Partngrshlp @ Michael Berger
with
Head of Al Insurance

Stanford mberger@munichre.com

University

Neeraj Sarna
Research Scientist

nsarma@munichre.com

Backing Al

performance
guarantees Experience across
since 2018 Al verticals and
technologies

0
;P_: www.munichre.com/insure-ai
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Munich RE =

Miinchener Rickversicherungs-Gesellschaft (“Munich Reinsurance Company”) is a reinsurance company organized
under the laws of Germany. In some countries, including in the United States, Munich Reinsurance Company holds
the status of an unauthorized reinsurer. Policies are underwritten by Munich Reinsurance Company or its affiliated
insurance and reinsurance subsidiaries. Certain coverages are not available in all jurisdictions.

Case Studies and more matenal: www. munichre com/insure-ai
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References

What partners think about us

With this third-party validation, civic managers and engineers
can finally rely on fully-insured technology for confidence that
no critical crack, spall, erosion, or any other risk factor will
catch them off guard.

Munich Re conducted its due diligence on our solution’s Al
algorithm, and their backing is a gamechanger to increase
certainty for our customers — unique in our sector.

Dynamic Infrastructure
Saar Dickman
CEO

Munich Re's independent validation of Spectrum’s Al will give
customers additional peace of mind that our technology works
as promised.

Raising the bar for Trust & Safety systems in this way is
critical for our success.

spectrum, Labs

Justin Davis
Co-founder and CEO

il

Munich RE

We are offering a level of protection for our customers that
goes beyond anything on the market today.
Deep Instinct
Guy Caspi
Co-founder and CEO

One of the driving factors in founding Ascent was to provide
our customers with a platform that makes it easier and less
expensive to do the right thing in following their regulatory
requirements and managing regulatory change.
This exciting agreement with Munich Re Group provides
further validation for that notion.
Ascent
Brian Clark
Founder & CEO
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Case Studies

Our independent validation increases trust and safety

Fraugster

Berlin-based startup Eraugsier
uses Al to prevent fraud in e-

commerce

The service is used by online
vendors across industries

Munich Re backs the detection
guarantee covering chargeback
costs

Increased client trust and
secured ROI for clients

Deep instinct

Israeli stariyp Deep Instinct uses
Al to prevent cyber atiacks

Al Approach to stop ransomware
and other malware using a deep
leaming cybersecurity framework

Munich Re backs the guarantee to
prevent ransomware attacks. In
case of a breach, costs are
indemnified

Product differentiation

Spectrum Labs

US-American company spectrum
labs uses Al to make the Internet

a safer place

Technology that helps companies
recognize and respond to harmful
behaviors and toxic content online

[f Spectrum's solution doesn't work
as expected, Munich Re will allow
Spectrum to refund back to the
client

Sales enablement and shorter
testing requirements for
Spectrum’s clients

L]

Munich RE =

Ascent

Automation of new regulation
review and assessment

The service is used by corporates
Challenge: What if a regulation is
missed and the client is fined?

Ascent’s clients have a guaranteed
performance backed by Munich Re

Secured ROI for clients
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