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DATA ETHICS PRINCIPLES INFORM DATA USAGE 

USES OF DATA

• Data ethics is based on core ethical 
principles.

• Principles enable development of 
holistic ethical framework to data 
processing.
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From: European Commission guidance on Ethics by Design and Ethics of 
Use Approaches for Artificial Intelligence ethics-by-design-and-ethics-of-
use-approaches-for-artificial-intelligence_he_en.pdf (europa.eu)

https://ec.europa.eu/info/funding-tenders/opportunities/docs/2021-2027/horizon/guidance/ethics-by-design-and-ethics-of-use-approaches-for-artificial-intelligence_he_en.pdf
https://ec.europa.eu/info/funding-tenders/opportunities/docs/2021-2027/horizon/guidance/ethics-by-design-and-ethics-of-use-approaches-for-artificial-intelligence_he_en.pdf
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LIMITATIONS ON USE OF DATA
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UnitedHealth uses faulty AI to deny elderly patients medically 
necessary coverage, lawsuit claims CBS News, November 20, 2023

What Air Canada Lost In ‘Remarkable’ Lying AI Chatbot 

Case Forbes, February 19, 2024

Google hit with class-action lawsuit over AI data scraping
Reuters, July 12, 2023

A FEW EXAMPLES

https://www.cbsnews.com/news/unitedhealth-lawsuit-ai-deny-claims-medicare-advantage-health-insurance-denials/
https://www.forbes.com/sites/marisagarcia/2024/02/19/what-air-canada-lost-in-remarkable-lying-ai-chatbot-case/?sh=24886c9c696f
https://www.reuters.com/legal/litigation/google-hit-with-class-action-lawsuit-over-ai-data-scraping-2023-07-11/
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GENERAL PURPOSE AI MODELS
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Areas to consider: 

EMBEDDED DATA

Data quality
Data 

transparency
Data volume

Features in 
the billions

From: EU AI Act: first regulation on artificial intelligence | Topics | European Parliament (europa.eu)

https://www.europarl.europa.eu/topics/en/article/20230601STO93804/eu-ai-act-first-regulation-on-artificial-intelligence
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EMBEDDED DATA

From: Hu, Y., Jacob, J., Parker, G.J.M. et al. The challenges of deploying artificial intelligence models in a rapidly evolving 
pandemic. Nat Mach Intell 2, 298–300 (2020).https://doi.org/10.1038/s42256-020-0185-2

➢ It's just my data, isn't it?
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Cross-Functional Data Ethics Framework

GOVERNANCE STRUCTURES

CEO and 
the Board 

of 
Directors

Chief Risk 
Officer

Heads of 
Departments

Operations 
Business 
Functions

Chief 
Information 
and Security 

Office

Chief 
Compliance 

Officer

Data 
Protection 
Officer and 

Privacy 
Team

• Important role played by everyone in 
the organisation

• The CEO, the Board and other key 
individuals are integral to defining data 
ethics values

• Collaboration amongst stakeholders to 
integrate the defined practices into the 
organisation’s culture. 
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What should organisations do?

GOVERNANCE STRUCTURES

Data ethics policies and 
procedures

Description of how data ethics is 
considered within the organisation.

Culture, training and 
awareness 
Employee awareness training

Data ethics leadership programme

Operation and Sustenance
Data ethics health check scan

Data ethics framework implementation

Third party data ethics due diligence 
assessment

Demonstrating 
accountability

Data Ethics Board

Data ethics by design framework

Data ethics impact assessment

Strategy and framework
Data ethics strategy design

Data ethics roadmap

How to embed 
Data ethics into 

your organisation
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Steps to a successful ethical data-processing organisation

GOVERNANCE STRUCTURES

TRANSFE
R

12–18
MONTH

S

6 -12
MONTH

S

START Create Data Ethics Strategy and Framework

Culture ,Training and Awareness

Operations

AccountabilityPolicies and Procedures

Sustenance and established lines of defence
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and Data team in Dublin with over ten years of 
management consulting experience. 

Cathal has practical experience of AI and Data 
programmes across public and private sector clients 
delivering projects across a wide range of areas such as 
regulatory compliance, cyber-security, fraud detection, 
Gen AI and many more. 

Cathal also delivers a module on data ethics on behalf of 
the Analytics Institute in Ireland.
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Laura is a Consultant in the Actuarial Modelling Centre, 
and an Associate of both the Society of Actuaries in 
Ireland and the Institute and Faculty of Actuaries. 

Laura has worked at Deloitte Ireland for 2.5 years, 
serving insurance clients across the life, non-life and 
reinsurance markets. She specialises in software and 
technology solutions. 

Prior to Deloitte, Laura worked in the American software 
consulting industry and led courses in data ethics and 
data communication at Purdue University.
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Thank you very much 
for your attention

Contact Cathal or Laura at:

caleahy@deloitte.ie

laurossi@deloitte.ie

Deloitte Ireland
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