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Cy b er ri S k https://www.thecroforum.org/

There is no standardised definition of the term “cyber risk.” ‘? CRO FORUM

The CRO Forum has broadly described “cyber risk” to mean: “Any risks that emanate from

the use of electronic data and its transmission, including technology tools such as the
internet and telecommunications networks.

It also encompasses physical damage that can be caused by cybersecurity incidents, fraud
committed by misuse of data, any liability arising from data storage, and the availability,

integrity and confidentiality of electronic information - be it related to individuals,
companies or governments.”
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The cost of Cybercrime [Cybersecurity Ventures] @

Global cybercrime costs expected to grow by 15 percent per year over the next five years,
reaching 510.5 trillion USD annually by 2025, up from S3 trillion USD in 2015.
Digital ad fraud is rising sharply.

Cybercrimes are vastly undercounted because they aren’t reported — due to
embarrassment, fear of reputational harm, and the notion that law enforcement can’t help
(amongst other reasons). Some estimates suggest as few as 10 percent of the total number
of cybercrimes committed each year are actually reported.

Cryptocrime, including exit scams, rug pulls, and theft will cost the world $30 billion USD in
2025 alone, nearly twice the $17.5 billion USD lost in 2021.

The cyberinsurance market will grow to $14.8 billion USD in 2025 and will exceed $34 billion
USD by 2031, based on a compound annual growth rate (CAGR) of 15 percent calculated
over an 11-year period (2020 to 2031).

https://cybersecurityventures.com/cybersecurity-almanac-2023/
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Annual Cost of a Data Breach Study 2022 [Ponemon] Peneman

2022 Cost of a Data Breach Study: Global Overview
Benchmark research sponsored by IBM Security
Independently conducted by Ponemon Institute LLC  s4s0

Average total cost of a data breach

$4.30 $4.2_s_1___,ff1535
The global average total cost of a data $4.10 - $4:00 g | $392 /
breach increased by USD 0.11 million to o \_f.ﬁ‘&""; svee
USD 4.35 million in 2022, the highest it’s $3.50 $3.6
been in the history of the report. Ejz
The increase from USD 4.24 million in the $2.90
2021 report to USD 4.35 million in the 2022 zz;z
report represents a 2.6% |ncrease. 2016 2007 2018 2019 2020 2021 2022
In the last two years, the average total cost Figure 1: Measured in USD millions
has increased 12.7% from USD 3.86 million https://www.ibm.com/security/data-breach/

in the 2020 report.

Now in its 17th year, the Cost of a Data Breach Report has become one of the leading benchmark reports in the cybersecurity industry. The report offers IT, risk
management and security leaders a lens into dozens of factors that can increase or help mitigate the rising cost of data breaches.
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Annual Cost of a Data Breach Study 2022 [Ponemon] Peneman

Figure 2: The per record cost of a data
breach hit a seven-year high.

The global per record cost of a data breach
in 2022 was USD 164, a 1.9% increase from
USD 161 in 2021.

The increase from USD 146 in 2020 is an
increase of 12.3%.

The study examines breaches sized between 2,200 and
102,000 records. It’s not consistent with this research to
use the per record cost to calculate the cost of single or
multiple breaches above 102,000 records.

Average per record cost of a data breach
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Figure 2: Measured in USD

https://www.ibm.com/security/data-breach/
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Annual Cost of a Data Breach Study 2022 [Ponemon] Peneman

Figure 4: Healthcare was highest cost industry
for the 12th year in a row. The average total
cost of a breach in healthcare increased from
USD 9.23 million in the 2021 report to
USD 10.10 million in 2022, an increase of
USD 0.87 million or 9.4%. Healthcare is one of
the more highly regulated industries and is
considered critical infrastructure by the US
government.

The top five industries by cost were unchanged in the
order of ranking from the 2021 report. Following
healthcare were the financial, pharmaceuticals,
technology and energy industries.

https://www.ibm.com/security/data-breach/
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Average cost of a data breach by industry
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Economical Impact [Allianz Risk Barometer 2023]  Allianz @)

The 12th Allianz Risk Barometer incorporates the views of 2,712 1 Cyber incidents
respondents from 94 countries and territories > 34%

Ranking history: Up on pravious year @ No chang
Dow i

Cyber risks, such as IT outages, ransomware attacks or data breaches, rank as the _e,/\/
most important risk globally (34% of responses) for the second year in succession —
the first time this has occurred.

A data breach is the exposure which concerns companies most,
given data privacy and protection is one of the key cyber risks
and related legislation has toughened globally in recent years.

concern your company most over the next year?

“The role of insurance has always been to ensure good risk
management and loss prevention,” “Good cyber maturity and good
cyber insurance go hand-in-hand.

Demand for cyber insurance continues to grow, reflecting increased awareness of exposures associated with digitalization
and remote working.

https://www.agcs.allianz.com/news-and-insights/news/allianz-risk-barometer-2023-press.htm|
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JAIS - International Association of Insurance Supervisors

ISSUES PAPER ON CYBER RISK
TO THE INSURANCE SECTOR (2016)

Concern over cybersecurity is growing across all sectors of the global INTERNATIONAL ASSOCIATION OF
economy, as cyber risks have grown and cyber criminals have become INSURANCE SUPERVISORS
increasingly sophisticated. For insurers, cybersecurity incidents can harm

the ability to conduct business, compromise the protection of commercial

and personal data, and undermine confidence in the sector. The IAIS has

noted that the level of awareness of cyber threats and cybersecurity within

the insurance sector, as well as supervisory approaches to combat the risks,

appear to vary across jurisdictions.

These factors prompted the IAIS to consider the area of cybersecurity in the insurance sector, including the
involvement of insurance supervisors in assessing and promoting the mitigation of cyber risk. While many of
the most widely publicised cybersecurity incidents involving consumer data have affected retailers, companies
in the financial services sector, including insurers, have been victimised as well.

https://www.iaisweb.org/activities-topics/cyber-risk/
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JAIS - International Association of Insurance Supervisors

All insurers, regardless of size, complexity, or lines of business, /& IA I S
collect, store, and share with various third-parties (e.g., service :

providers, reinsurers) substantial amounts of private and NSORANCE SURGRVISORS
confidential policyholder information, including in some instances

sensitive health-related information.

Information obtained from insurers through cyber crime may be
used for financial gain through extortion, identity theft,
misappropriation of intellectual property, or other criminal
activities. Exposure of private data can potentially result in severe
and lingering harm for the affected policyholders, as well as
reputational damage to insurer sector participants.

https://www.iaisweb.org/activities-topics/cyber-risk/
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IAIS - International Association of Insurance Supervisors
The objectives of the Issues Paper are to raise awareness for R S
insurers and supervisors of the challenges presented by cyber risk, / I A I
including current and contemplated supervisory approaches for O S ATION OF
addressing these risks. As an Issues Paper, it provides background,

describes current practices, identifies examples, and explores
related regulatory and supervisory issues and challenges.

The Issues Paper focuses on cyber risk to the insurance sector and
the mitigation of such risks, but does not cover IT security risks
more broadly. It also does not specifically address insurers’
underwriting of cyber risk (i.e., cyber insurance) or risks arising
from cybersecurity incidents involving supervisors.

https://www.iaisweb.org/activities-topics/cyber-risk/
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Ransomware: An insurance market perspective

As a form of cyber extortion, ransomware is malicious
software that gains access to files or systems and blocks user
access until the victim pays a ransom in exchange for a
decryption key.

It has become a serious issue as the number of attempted
intrusions and successful attacks as well as the size of ransom
demands have trended sharply higher in recent vyears,
contributing to the deterioration in cyber insurers’
underwriting performance

Cybercriminals are deploying sophisticated approaches to extort their victims, including
threats to release sensitive information or take down a firm’s website if the ransom is not
paid. The development of the ransomware-as-a-service (RaaS) business model has
supercharged this field of cybercrime and enabled threat actors, even with limited technical
IT skills, to launch highly disruptive attacks.

https.//www.genevaassociation.org/research-topics/cyber/ransomware-report
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Ransomware: An insurance market perspective @

THE
O\ GENEVA
ASSOCIATION

Alongside governments, private re/insurers have an important part to play in
the battle against ransomware, both offensively and defensively.

Re/insurers have an incentive to root out cybercrime that generates claims
and hits their underwriting profits. Increased reporting of incidents and the
swift exchange of actionable information will improve the authorities’ abilities
to accurately assess threats and effectively respond to them.

There are already close connections between the industry and global law

enforcement, with threat intelligence shared and data gathered, so ways to
improve the efficiency of that exchange should be explored.

https://www.genevaassociation.org/research-topics/cyber/ransomware-report
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G

Ransomware: An insurance market perspective P
Cyber insurance can boost society’s overall cyber resilience to help C\ &,
ensure that the full network benefits of digitalisation can be
realised.

The cyber insurance market remains small and nascent.
Premiums represent less than 1% of the global property and

casualty market while some reports indicate that only around a
third of small businesses purchase this kind of insurance.

https://www.genevaassociation.org/research-topics/cyber/ransomware-report
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Data breaches

EAD 7023 __|E b

A data breach is an incident where information is stolen or taken from a
system without the knowledge or authorization of the system’s owner.

A small company or large organization may suffer a data breach. Stolen data
may involve sensitive, proprietary, or confidential information such as credit
card numbers, customer data, trade secrets or matters of national security.

The effects brought on by a data breach can come in the form of damage to
the target company’s reputation due to a perceived ‘betrayal of trust.
Victims and their customers may also suffer financial losses should related
records be part of the information stolen.

www.ead2023.org
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Contribution of the research cod §

The objective of our research is to contribute to the actuarial literature on cyber risk
assessment in order to provide possible solutions for the reduction of the gap between
supply and demand of cyber insurance.

In particular, the aim is to achieve a better understanding in quantifying, managing and
pricing cyber risk by means of:

|. a deeper awareness of cyber risks and of the economic damages they produce;

Il. the introduction and validation of new actuarial techniques to allow insurers a more
effcient management of this new class of risk;

Ill. The design of innovative insurance contracts and alternative ways of risk transfers to
reduce the costs of insurance premiums.

EAD 7023 _ |l e www.ead2023.org




Privacy Rights Clearinghouse [www.privacyrights.org]

Records Breached: 5,498,398,893 p \
from 9,015 DATA BREACHES (QRE)

made public since 2005

A

The first dataset we analyze was obtained from the Privacy Rights

Clearinghouse (PRC) which is one of the largest and most extensive datasets
that is also publicly available.

PRC maintains the Chronology of Data Breaches as a source of information to
assist in research involving reported data breaches from 2005 to present.

Many organizations are not aware they’ve been breached or are not required to report it based on
reporting laws. PRC’s Chronology is limited to data breaches reported in the U.S. If a data breach
affects individuals in other countries, it is included only if individuals in the U.S. are also affected.

EAD 2023 | it
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Privacy Rights Clearinghouse [www.privacyrights.org] (@

Year| Events Records
2005 136 55, 10 1,241 Types of data breach
CARD Payment Card Fraud — fraud involving debit and credit cards that is not accomplished via hacking (e.g., skimming devices at point-of-service terminals)
2006 482 6815801 749 DISC Unintended disclosure — sensitive information either posted publicly on a website, mishandled, or sent to the wrong party via email, fax, or mail
HACK Hacking or malware — electronic entry by an outside party, malware, and spyware
2007 454 149’ 183’ 184 INSD Insider — someone with legitimate access, such as an employee or contractor, intentionally breaches information
2008 355 113 782 100 PHYS Physical loss — lost, discarded, or stolen non-electronic records, such as paper documents
! ! PORT Portable device — lost, discarded, or stolen laptop, PDA, smartphone, portable memory device, CD, hard drive, data tape, etc.
2009 272 13,577,270]| [sTAT Stationary device — lost, discarded, or stolen stationary electronic device, such as a computer or server not designed for mobility
UNKN Unknown or other
2010 807 127,964,458
Type Events % Records %
2011 793 144,922,047 [entity types CARD 68|  0.75% 9,203,036|  0.17%
BSF BSF Businesses — Financial and insurance services DISC 1861 20.64% 428,153,880 7.79%
2012 893 39,612, 107 BSO BSO Businesses — Other HACK 2533| 28.10%| 4,682,499,697| 85.16%
BSR BSR Businesses — RetaiI/Merchant INSD 606 6.72% 66,580,428 1.21%
2013 865 126/ 5071 104 EDU EDU Educational institution PHYS 1733 19_22%? 39 748 401 0.72(y:
2014 880 36,315,524 GOV GOV Governmentand military - PORT 1172| 13.00%| 109,650,895]  1.99%
MED MED Healthca're - Me'dIC.j;ﬂ providers STAT 249 2.76% 16,235,932 0.30%
2015 548 245,887,500| [NGO NGO Nonprofit organizations UNKN 793]  8.80%| 146326,624] 2.66%
2016 820 3’704’473’303 Entity Events % Records %
BSF 787 8.73% 394,813,919 7.18%
2017 688 307,801,937 BSO 1045] 11.59%| 4,207,170,575] 76.52%
BSR 623 6.91% 422,161,417 7.68%
2018 950 363,376,181 EDU 8a8]  9.41%|  65572,197]  1.19%
GOV 781 8.66% 151,483,420 2.76%
2019 72 1’ 3 14’ 188 MED 4343| 48.18% 238,095,808 4.33%
NGO 119 1.32% 8,444,531 0.15%
UNKN 469 5.20% 10,657,026 0.19%
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Breach Level Index [breachlevelindex.com] N 55 B

Data Breach Statistics
Data Records Lost or Stolen Since 2013
14,717,618,286 records

ONLY 4% of breaches were “Secure Breaches” where encryption was
used and the stolen data was rendered useless.

The second dataset we analyze was obtained from the Breach Level Index Data

Breach Database a centralized, global database of data breaches with
calculations of their severity based on multiple factors.

The Breach Level Index not only tracks publicly disclosed breaches, but also allows organizations to do their
own risk assessment based on a few simple inputs that will calculate their risk score, overall breach
severity level, and summarize actions IT can take to reduce the risk score.

Gemalto is the world leader in digital security, helping the largest and most respected brands protect their data,
identities, and intellectual property.

EAD 2023 |t deri
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Breach Level Index [breachlevelindex.com]

YEAR Events Records

2013 1217 2,107,666,417
2014 1746 2,888,466,820
2015 1887 743,462,574
2016 1993 1,388,190,640
2017 1958 2,962,190,464
2018 1505 4,876,541,349

Eﬁu)zozéf“

# Source Events % Records %
1 Accidental Loss 2428 24% 4,532,637,539 30.3%
2 Hacktivist 164 2% 65,343,200 0.4%
3 Lost Device 5 0% 115,007 0.0%
4 Malicious Insider 1194 12% 306,945,069 2.1%
5 Malicious Outsider | 6298 61% 9,430,616,718 63.0%
6 Ransomware 5 0% - 0.0%
7 State Sponsored 130 1% 628,967,833 4.2%
8 Stolen Device 15 0% 59,069 0.0%
9 Unknown 67 1% 1,833,829 0.0%
# Industry Events % Records %

1 Education 879 8.5% 126,843,836 0.8%
2 Entertainment 104 1.0% 502,594,229 3.4%
3 Financial 1301 12.6% 552,524,623 3.7%
4 Government 1418 13.8% 1,298,531,178 8.7%
5 Healthcare 2714 26.3% 291,675,274 1.9%
6 Hospitality 106 1.0% 527,606,802 3.5%
7 Industrial 138 1.3% 21,119,009 0.1%
8 Insurance 83 0.8% 12,700,290 0.1%
9 Non-profit 74 0.7% 410,488 | 0.0%
10 Other 1324 12.8% | 3,110,303,702 | 20.8%
11 Professional Services 202 2.0% 147,140,489 1.0%
12 Retail 1131 11.0% | 1,228,013,093 8.2%
13 Social Media 34 0.3% 2,758,853,076 | 18.4%
14 Technology 798 7.7% 4,388,202,175 | 29.3%

www.ead2023.org
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Count time series {Y;: t € N}. Y; models the observed breach size at time t.
: : T
Time-varying regressors X; = (thl, ...,Xt,r)

Conditional mean E[Y;|Fi—_1 ] = A,
where F; is the history generated by the joint process {Y;, A;, X;:t € N}

General form:

p q
log(A,) = By + Bilog(Ye_, +1) + 2 1 a; log(/lt_j) + nTX,_,
j=

k=1

Specific form with p=g=1

log(Ay) = By + Bilog(Ye—q +1) + a;log(Ae—1) + 0" Xe_q
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Distributions ead

Distributional assumption Negative Binomial

YtlFt—1~ NB(/lt» ¢)

¢ n
. .y TI(¢p+m) ) At B
with P(Y;|F;_q1 = n) = p}, = it DT(P) (¢+/1t) (¢+/’lt) ,n=20,1,..

Distributional Assumption Poisson

Yi|F;_1~ Poiss(A; )
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Zero-Inflated INGARCH models -

Distributional Assumption 0-1 Negative binomial (our own specification)

YtlFt—1~ OI — NB(At, ¢, T)

( ¢
_ ¢ oo
with P(Y;|Fi—y = n) = P, = 1 (A=r)+7 (qb+)tt) ifn=0
\T p’ll’; if n>0
Y;fN NB (}lti ¢)
Y; observed data breaches V. = | 17
t — 1ttt

¥, occurred data breaches

I. =1 data breaches detected and reported

Iy~ Bern (r) {It = 0 data breaches not detected or not reported

EADJ023- | e www.ead2023.org



Explicative Variables S co §

A data breach occurs when a cybercriminal successfully infiltrates a data source and extracts
sensitive information.

Hackers search for these data because they can be used to make money

As part of their strategy, the attackers hold the information for ransom and demand a
payment in order to have the data removed from the host website.

The motive of a cybercriminal defines what company he/she will attack. Different sources
vield different information.

Criminal organizations now are treating this like a business “They’re going to plan, they’re
going to make sure they understand how they’re going to execute and then they’re going to
set out and see where they can execute.”

Bitcoins: Why do we care? What is the relationship with data breaches?

FLpPERI T SR —— www.ead2023.org



BitCoins Obitcoin

Bitcoin is a digital payment currency that utilizes cryptocurrency (a digital medium of
exchange) and peer-to-peer (P2P) technology to create and manage monetary transactions
as opposed to a central authority. The open source Bitcoin P2P network creates the bitcoins
and manages all the bitcoin transactions.

Often referred to as "cash for the Internet,"” Bitcoin is one of several popular digital payment
currencies along with Litecoin, Peercoin and Namecoin.

Bitcoin is considered the biggest cryptocurrency. It was first introduced in 2009 and is the
most widely-traded cryptocurrency.

Bitcoin as an implementation of the cryptocurrency concept was described by Wei Dai in 1998 on the cypherpunks mailing list. Dai suggested a new form of
money that uses cryptography to control its creation and transactions, rather than a central authority. In 2009, the Bitcoin specification and proof of concept
was published in a cryptography mailing list by Satoshi Nakamoto. As noted in the Official Bitcoin FAQ, Satoshi Nakamoto left the project in late 2010 without
revealing much about himself.

FLpPERI T SR —— www.ead2023.org



BitCoins [source datahub.io]

Bitcoin price

www.ead2023.org

Field Name

date

txVolume(USD)

adjustedTxVolume(USD)

txCount

marketcap(USD)

price(USD)

exchangeVolume(USD)

generatedCoins

fees

activeAddresses

averageDifficulty

paymentCount

medianTxValue(USD)

medianFee

blockSize

blockCount

Obitcoin

txCount - refers to the
number of  transactions
happening on the public
blockchain a day. Be aware
that for low-fee blockchains,
it’s really easy to fabricate a

whole bunch of transactions.

generatedCoins - refers to
the number of new coins that
have been brought into
existence on that day. Actual
number of newly-minted
coins.




Results Database PRC o8

Table 2 Johansen’s Cointegration Tests for the PRC dataset.

Atrace Amax Almost all the lagged variables AC have a strong negative
Rank  FEigenvalue  Statistics p-value Statistics  p-value . - .
; s ror i o000 o 0000 impact on the lagged conditional expectations of data
1 0.106 230.100 0.000 227.630 0.000
: 0 SV Sre o breaches today, as one may observe from the value and the

highly significance of the regression coefficients.

Table 3 Vector Error-Correction estimation. PRC dataset®

AP, AC, ANPRC

Statisties pralue | Sratbtics peluc  Stafifies praue This suggests that the number of transactions in Bitcoin
Intercept  0.055 0.749 -1.018 0.009 201.072  0.000
ARC: oaor o0 0s ool 08 ol might be a good predictor for data breaches.
AP, _3 -0.112 0.027 -0.190 0.095 0.218 0.535
AP, 4 -0.084 0.065 -0.127 0.210 0.114 0.716
AP, -0.028 0.472 0.002 0.979 -0.069 0.799
AP, 0.032 0.305 0.062 0.378 0.053 0.807 . .y s . . .
PYOR 0011 0.613 0.041  0.406 0.079  0.608 The intuition behind this result is that hackers prepare
AC; 4 0.027 0.007 -0.420 0.000 -0.158  0.021
ACa 00010004 0000 ol oo themselves to monetize the data attack (either by selling the
ACy_4 0.024 0.030 -0.359 0.000 0.135 0.076 . i
AC, 5 004 OIS0 0438 0.000 0108 0007 data or by extorting money to the legitimate data
AC;_ 0.016 0.134 -0.188 0.000 0.063 0.305
AC,_7 0.014 0.148 0.163 0.000 -0.326 0.000 : : : :
ANEC 0005 06w o008 0007 D626 0.000 proprietor) some days before, by operating on the Bitcoin
ANPEC 0.005 0.671 -0.077 0.004 -0.180  0.029
Axpne 0.005 0.654 -0.073 0.002 -0.135 0.066 markEt.
ANPEC 0.006 0.525 -0.067 0.001 -0.063 0.320
ANPRO 0.006 0.438 0.029 0.074 -0.087 0.085
ANPRC 0.004 0.347 -0.025  0.014 -0.013 0.668
ANPEC 0.003 0.390 -0.005 0.496 -0.009 0.604
gPRCL -0.015 0.000 0.617 0.000 -0.194 0.655
PFPRC2 0.001 0.000 -0.002 0.000 0.029 0.000

# Additional details about the estimation are provided in Appendix A.
b Cointegrating vectors: 8y = (1,0, —0.08233), 82 = (0,1, —55.434); Adjustment vec-
tors: a; = (—0.91548 0.61663, —0.19402), as = (0.00146, —0.002388, 0.02903).
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Since both the logarithm of the number of transaction and the logarithm of conditional expectations of data
breaches enter the second cointegrating vector, we highlight that the short-run impact found is likely to
persist in the long time.

Our conjecture about the intuition behind this long-term link between transactions in Bitcoin and data
breaches is as follows: on the one hand, once the hackers have monetized the breach, they posses a bunch of
Bitcoins that will later be used in some different context.

On the other hand, a remunerative data breach creates incentives to prepare more cyber attacks, which in
turn create the needs of more transactions in Bitcoin.

We also find high statistical significance of both cointegrating variables in the equation for the change in
Bitcoin prices. This signals that although in the long-run, the effects between Bitcoin metrics and conditional
expectations of data breach will impact also on Bitcoin returns.
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Table 4 Johansen's Cointegration Tests for BLI dataset.

Rerac A The cointegration analysis of the BLI dataset fully confirms
Rank  FEigenvalue  Statistics -value Statistics value . ° ° ° o po .

T Ry R BT the existence of a strong, statistically significant, link

1 0.074 157.220  0.000 154.930  0.000 . .

2 0001 2288 0430 28% 0130 between data breaches and number of transactions in
Table 5 Vector Error-Correction estimation. BLI dataset® BitCOin, both in the Short-run and in the Iong-run-

AP, AC ANBET
Statistics  p-value Statistics  p-value Statistics  p-value . . .. . . .

e oo omm TR VT R Ty ———— The results confirm the intuition provided in the previous
an’s,  omo oo osm o owr oo orw ion f hich data breaches have a statistical effect in
APC2 1ls o2 026 00® o2 045 section Tor wnic
APCs 00w o ooir 0BT 0106 0670 the number of transactions in Bitcoin.
AP, 0.034 0.279 0.056 0.430 -0.041 0.838
AP,z 0.012 0.588 0.042 0.404 -0.010 0.943
ACy_1 0.027 0.005 0417 0.000 0224 0.000
AC— 0.016 0.120 0.450 0.000 -0.162 0.016 . . . .o pe
ACC s 00®2 0886 0431 0000 006 0344 The analysis also confirms the lack of a significant short-term
AC,_4 0.021 0.056 -0.355 0.000 -0.068 0.326 ] i ) )
a6, o013 o023 o022 om0 oim  goos relation between data breaches and price of Bitcoin.
ACy_7 0.013 0.181 0.160 0.000 0.075 0.234
AXBLT 0.003 0.820 -0.013 0.609 -0.649  0.000
ANBL] 0.004 0.693 -0.007 0.781 -0.506  0.000
ANBE] 0.008 0.415 -0.007 0.751 -0.355  0.000
ANEL] 0.008 0.393 -0.009 0.677 -0.241 0.000
AXBLI -0.010 0.238 -0.021 0.261 -0.181  0.001
ANELS 0.011 0.102 -0.033 0.026 -0.123 0.003
AXBLI 0.004 0.215 -0.024  0.003 -0.043 0.056
wBLI1 0.910 0.000 0.646 0.000 0.173 0.665
wBLL2 0.001 0.000 -0.001 0.000 0.002 0.000

# Additional details about the estimation are provided in Appendix.
b Cointegrating vectors: §1 = (1,0,—0.524), B2 = (0,1, —354.95); Adjustment vectors:
ar = (—0.91,0.646,0.173), a2 = (0.00136, —0.001016,0.0024).
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Impulse Response Analysis

For both datasets, the impulse response
estimates associated to the daily number of

E - %ﬁw m transactions variable crosses the zero axi§ more
-l E’%EEI"I'I"J'H”I '” ] often than the ones associated to the Bitcoin's
o2 ] Exg ',' 1 price do.

S m(a)mss?s D C “”(b).}f,‘; T More specifically, Panels (a) and (b) refer to
—_ .— changes of PRC data breaches while panels (c)
s 1o ) and (d) refer to changes of BLI data breaches due
ﬂ: e :J‘| L | to shocks of Bitcoin-related variables.

E:J;fi i i LhAn 7
er We note that the logarithm of the number of
T T T e transactions in Bitcoins has a relevant impact on

(e) (d) .
, . | | the future data breaches in both datasets. The
Fig. 3 Impulse response point estimates and 95% confidence bands. Panel (a): Shock variable P, response variable AL RC.

e e i N7 ¢ voriable AL Panel (0): Shock variable R, response variable A7 Panel (4): Shock size of the response is significantly di fferent from
zero and the phenomenon continues to persist in
the long run.
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We uncover the strong, bidirectional, relation between data breaches and Bitcoin-
related variables.

Our analysis suggests that in the short-run the lagged values of the number of
transactions in Bitcoin has a strong negative impact on data-breaches today. In the long-
run, the existence of a cointegrating vector including all variables under investigation
implies that the short-run relation will persist in the long run.

Moreover, we find almost identical results on two different datasets, confirming the
robustness of our result.

The impulse response analyses highlight the relevant quantitative impact of both the
number of transactions and the Bitcoin price on future data breaches, while the variance
decomposition of the forecasting errors suggests that the same variable can explain up to
5% of the variability.
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In search of sustainable solutions

Insurance typically involves a delicate balance between \ \ ANT Lo G\%mo
supply and demand. \ \ Wi}
\ : \ !

Re/insurers need to set coverage conditions and charge

sufficient premiums to cover the costs of providing risk IfatRIng HomtRG CyB0K ACHIEY

. ] i ) i ] In search of sustainable solutions
protection, including compensating the providers of their
capital for potential unexpected losses. \\&\\\‘.\\mmmm....u
At the same time, there needs to be demand for such \&\‘\E @
cover on those terms. Risks are only insurable in practice \\\‘\‘\‘\u }‘f |

RS

if an insurer and an insurance buyer reach an agreement A\

about a specific coverage and its price, including a
common understanding of what is insured and what is
not. For this reason insurance can only deal with a
limited band of the full spectrum of risk.

EADJ023- | e www.ead2023.org



G

Parametric Insurance )

Parametric Coverage simple and flexible: if simple conditions are met [if the information
commissioner has to be notified of the data breach - the GDPR legislation requires
notification within 72 hours - that notification can be used for the assessment of the claim]

Providing immediate payout without the need to wait for loss-adjustment, designed to
eliminate coverage gaps often found in other offerings, a parametric coverage offers broad
parametric coverage with the following customer benefits: clear triggers, flexible limits, quick
payout, affordable premiums

As a first responder for small and medium size entities the cover defends against cashflow
shortages and reduced revenue immediately following a cyber event.
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“Parametric” Insurance

A possible insurance payout could be based on a standard indemnity per lost or stolen
record, whose value decreases as the size of the number increases in order to mitigate moral
hazards

( 1 if iy <Tr
. l N — Tr
I = f(iylx, Tr,Ex) = x X f(x) = < if Tr <iy < Ex
Ex—Tr
if N paym figure 8 Average total cost of a breach by number of records lost (minS)

< 10,000 S 164.00 ir:;o(;‘:; 2012920 2012810 2011790 2012610 aver;gct)a8

:g'gggi;’ggg 2 13832 10,000-25,000 3.30 3.00 2.80 3.00 3.03

Al ' 25,001-50,000 4.70 4.40 4.60 6.30 5.00

>50,000 |5 54.23 > 50,000 6.40 5.70 6.30 6.70 6.28
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“Parametric” Insurance

Case A

Case B

Case C

if N valore
< 10,000 S 164.00
10,000-25,000| S 164.00
25,001-50000 | S 164.00
> 50,000 S 164.00

if N valore
< 10,000 S 164.00
10,000-25,000| S 130.68
25,001-50000 | S 79.06
> 50,000 S 54.23

Index per month

Mean Devst MIN MAX Var99.5% ES99.5%
1,517,108 | € 383,963 | € 709,846 | € 6,681,873 | € 3,491,097 | € 4,468,927
25.31% 230% 295%
Mean Devst MIN MAX Var99.5% ES99.5%
655,883 | € 130,487 | € 359,246 | € 2,342,271 | € 1,305,110 | € 1,636,666
19.89% 199% 250%
-56.77%
Mean Devst MIN MAX Var99.5% ES99.5%
517,455 | € 43,299 | € 354,915 | € 665,156 | € 615,633 | € 625,786
8.37% 119.0% 121%
-65.89%
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Demand’s view
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One approach for deriving an organization's optimal level of cybersecurity investment,
which has received a significant amount of attention in the academic and practitioner
literature, is referred to as the Gordon-Loeb Model [Gordon, 2002 the original article].

From the model we can gather that
the amount of money a company
spends in protecting information
should, in most cases, be only a
small fraction of the predicted loss

EAD 2023 | it

$

Cost of
Investment

Benefits are Increasing
at a Decreasing Rate

100% Security is Not
Possible

Expected Benefits
of Investment

v = Vulnerability/Threat
L = Potential Loss

vl = Expected Loss
z = Level of Investment

z* = Optimal Level of Investment

Adapted from [1] (Figure 1, p. 445)
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Demand’s view R

Change in maximum premium rate versus vulnerability Optimal investment, z*, versus vulnerability

Cless | 80,000 Class |
Cless Class 1

Skeoch (2022) demonstrates that the
Gordon-Loeb model for investment in
information security can be used to
build a model for cyber-insurance
based on maximizing the expected
utility of an insurance buyer. - |

f=d o
L] w

e
-

Highest premium rate for maximum cover

00 [, L I L L L 1 1 1 1 1 " 1 I
02 03 04 0s 06 07 0B 02 03 04 05 06 07 08

The model suggests that when the Gordon-Loeb recommended optimum is invested in
security measures, then utility is maximised at full coverage for reasonable insurance
premium rates subject to a cash constraint that the total spent on security measures and
insurance cannot exceed the maximum amount stipulated by the Gordon-Loeb model.
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