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Motivation: handling personal information

▪ Synthetic data as an enabler

Why synthetic data matters in actuarial science

Principles of synthetic data generation

Utility and privacy considerations

Summary and conclusions

Agenda
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Linking between different data sources can reveal a lot!

Driver data

Drugs data
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The problem

There is a huge difficulty in mobilizing personal data due to 
regulations and privacy concerns

Contrary to intuition, simple de-identification is often 
insufficient

Common solutions produce data that is either aggregated or 
violates privacy
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The solution

Create fictitious data that prevents identification

Individual level data for modelling

Maintains the utility of the original data

Can be shared, maintaining privacy
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Before we start, some use cases

• Erasing old data

• We must comply with "The right to be forgotten“

• Innovative Testing Environments

• Simulate data in external environments, testing new tools 

and strategies.
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• Migrating from an on-prem system

• Before moving to the cloud show me the benefits on my 

data

• Compliance with data minimization principles

• Insurers are bound to storing only the necessary amount of 

customer data

• Third party data sharing and collaboration

• Allow external parties to work with datasets without access 

to personal data
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The tradeoff: utility vs. privacy
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Kernel 

estimation Sampling

Original data Synthetic data

Synthetic data generation principles (1)

Adapted from: Spot the difference: comparing results of analyses from real patient data and synthetic derivatives (2020). Foraker, R. E. et al, JAMIA open, 3, 557

The difficult part is to do this accurately in multidimensions



© Earnix Ltd. Confidential & Proprietary.11

Synthetic data generation principles (2)

3+7 5+5
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Fidelity of synthetic data (1)

Zamstein, N. (2025). Enhancing Actuarial Ratemaking with Synthetic Data for Privacy Preservation. CAS E-Forum Quarter 1 (May).
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Fidelity of synthetic data (2)

Difference in Spearman correlation between original and synthetic data

Statistically 

insignificant

difference

Statistically 

significant 

difference

Zamstein, N. (2025). Enhancing Actuarial Ratemaking with Synthetic Data for Privacy Preservation. CAS E-Forum Quarter 1 (May).
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Fidelity of synthetic data (3)

Frequency models trained on synthetic and original data

Zamstein, N. (2025). Enhancing Actuarial Ratemaking with Synthetic Data for Privacy Preservation. CAS E-Forum Quarter 1 (May).
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Privacy of synthetic data (1)

Censoring:

• Generalization to ensure large enough groups of individuals

censored

censored
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Privacy of synthetic data (2)

Synthetic data should trim extreme outliers, such that the distributional 

parameters are not affected
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Privacy of synthetic data (3)

Original

dataset

Accessible 

(50%)

Inaccessible 

(50%)

SyntheticTrain (50%)

Test (50%)

The distributions of distances 

are the same, preventing 

membership inference
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Synthetic data provides a layer of protection against re-

identification

Maintains individual level details for predictive modelling

Preserves privacy and robust against inference attacks

Any acceptable solution must balance between the two

Summary and conclusions
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Thank
You

Noa.Zamstein@earnix.com

This presentation reflects NZ’s personal views and does not necessarily represent the views of Earnix Ltd.
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