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Win-Li Toh
Win-Li is an experienced actuarial advisor and commentator 
on critical issues affecting insurance in Australia and abroad. 
Focusing on themes that transcend borders and industries, 
she brings an international mindset to problem solving, 
backed by more than 25 years partnering with insurers, self-
insurers and government across the globe. 
As lead author on the Actuaries Institute report, Cyber Risk 
and the Role of Insurance, she provided crucial evidence for 
the industry to enhance its cyber resilience efforts. In 2023, 
she was awarded Insurance Leader of the Year by the 
Australian and New Zealand Institute of Insurance and 
Finance. 
Today, through her proactive industry presence and several 
Appointed Actuary roles, she continues to bring solutions-
focused insight and facilitate open dialogue between the 
private and public sectors amid an ever-evolving threat 
landscape. 
Win-Li is a principal at actuarial and analytics consultancy 
Taylor Fry, where she leads the general insurance practice. 
She is the Actuaries Institute 2025 President. 
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Corporate Australia’s Wake-Up Call
September 2022 
• Optus: 10M customers affected
November 2022 
• Medibank: 9.7M people, sensitive medical data 

published on dark web
March 2023 
• Latitude: 14M customers exposed
May 2024 
• Medisure: 12.9M people’s prescription data 

compromised
October 2025
• Qantas: 5.7M people’s personal data leaked on 

dark web
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Result
84,700 cybercrime reports to Australian Signals 
Directorate in FY2024/25 — one every 6 minutes



The Size of the Australian Cyber Insurance Market
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Data Breaches under the NDB Scheme
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Source: Office of the Australian Information Commissioner



Average Cost of a Data Breach
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Source: IBM Cost of a Data Breach Report 2024 (USD)



Cost of a Data Breach by Country or Region (2024)
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USDCountry #
$9.36mUnited States1
$8.75mMiddle East2
$5.90mBenelux 3
$5.31mGermany4
$4.73mItaly5
$4.66mCanada6
$4.53mUnited Kingdom7
$4.19mJapan8
$4.17mFrance9
$4.16mLatin America10
$3.62mSouth Korea11
$3.23mASEAN12
$2.78mAustralia 13

Source: IBM Cost of a Data Breach Report 2024



Medibank Cyber Breach – Case Study
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Medibank – additional costs



The technical nature of cyber and IT means it can be easy to 
“put your head in the sand”… 

• Many small businesses put cyber in the 
“too hard basket”, feeling it is full of 
technical jargon and they do not know 
where to start 

• More than 4 in 10 small businesses believe 
cybersecurity is too complicated to set up 
and maintain

• Australian small businesses report at a 
higher rate than their international peers, 
that their biggest barrier to online 
protection is understanding how to 
implement cybersecurity measures
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Why SMEs Are Falling Behind
Key barriers to cyber resilience
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Knowledge Gap

• High technical jargon creates confusion
• Only 35% feel vulnerable to attack
• False belief they are “too small to target”

Resource Constraints
43% of SMEs failed to make a profit in 2023
31% reduced cybersecurity budgets
35% find cyber practices too time-consuming



The Cyber Insurance Problem
Low uptake despite high value

What’s included:
• Incident response services
• Legal support & PR assistance
• IT investigation & remediation
• Free Cybersecurity training
• Vulnerability assessments
Why the low uptake?
• Cost barriers (from $700+/year)
• Complexity and confusion
• Lack of awareness of benefits
• Perceived as expensive vs traditional
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10-25% of SMEs hold cyber insurance



Government Actions and Initiatives in Australia to Help Build 
Cyber Resilience

Established National Office of Cyber 
Security

$102M allocated over 5 years for 
cybersecurity uplift

Small Business Cyber Security Guide 
in 25+ languages

New National Cyber Security 
Strategy (2023-2030)

Cyber Wardens Program – training 50,000 
wardens across 15,000 businesses

Penalties increased to $50M for Privacy Act 
breaches



Australian Cyber Security Strategy 
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Released December 2023 Released December 2023



Closing the Protection Gap
Recommendations for Action
Strengthen national defences – Make Australia 
harder to attack

Scale up education – Evaluate & expand Cyber 
Wardens program

Simplify certifications – Create achievable cyber 
standards for SMEs

Support Privacy Act compliance – Help SMEs 
transition if exemption removed

Keep dialogue open – Ongoing collaboration between 
government, insurers, and SMEs

SMEs are vital to Australia's economy (5.1M jobs, 42% 
of apprentices) – protecting them requires relentless 
collaboration



To Access the Latest Thought Leadership at the Actuaries Institute
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Thank you
Actuaries Institute
actuaries.asn.au


	Untitled-3_H1 D13 16.10
	Win-Li Toh presentation - AAC2025 Bangkok

